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Mario Ayoub is an associate on Alston & Bird’s Privacy, Cyber & Data Strategy Team. He focuses his practice on 
data privacy, cybersecurity, and incident response. He has advised a broad range of clients in the 
telecommunications, health care, insurance, financial services, manufacturing, construction, and professional 
services industries. Mario counsels clients regarding compliance with privacy authorities including the CCPA, 
GDPR, CAN-SPAM Act, BIPA, COPPA, HIPAA, NYDFS Cyber Regulations, and NY SHIELD Act.

Mario previously worked at a New York-based law firm as a data privacy associate. Mario earned his J.D. from 
The University of North Carolina School of Law and his M.P.P. from Duke University.

Representative Experience

 Counseled a major telecommunications provider regarding the use of biometric verification in accordance 
with state privacy laws.

 Drafted privacy policies and cookie banner language for numerous corporate and brand websites belonging 
to a multinational food and beverage company with annual revenues surpassing $4 billion.

 Drafted a privacy policy for a consulting services firm with annual revenues surpassing $40 million.

 Drafted a privacy policy for a data analysis and visualization mobile application for workforce and supply 
chain management.

 Drafted a privacy policy, incident response plan, and business continuity plan for a forensic accounting firm 
and its artificial intelligence-assisted forensic accounting software platform.

 Drafted an incident response plan and business continuity plan for an insurance broker with annual 
revenues surpassing $5 million. 

 Drafted a privacy policy and terms of use for a video marketing software startup company. 

 Drafted a privacy policy and terms of use for an art and media social networking website. 

 Drafted HIPPA business associate agreements for a large health care practice. 

 Led response efforts for a ransomware attack that encrypted the medical records of over 100,000 patients 
of a large health care practice. Conducted a HIPAA breach notification analysis, drafted talking points for 
public inquiries, and worked with the EMR vendor’s counsel to determine the client’s reporting obligations.

 

 Led response efforts for a federal contractor business email compromise where the incident resulted in a 
fraudulently misdirected wire transfer to a bad actor. Worked closely with forensic investigators and law 
enforcement to recover $300,000 for the client.



 Led response efforts for a nonprofit adoption agency business email compromise where the incident 
resulted in the dissemination of a computer virus to certain agency clients. Coordinated a forensic 
investigation and conducted a legal analysis to determine the agency’s breach notification obligations under 
state and federal law.

Publications & Presentations

Publications

 “Uber Exec Trial Is a Lesson in Handling Data Breach Incidents,” Law360, October 25, 2022.

Professional & Community Engagement

 The Tool Library, Buffalo, NY, board 

Education

 University of North Carolina (J.D., 2020)

 Duke University (M.P.P., 2020)

 University at Buffalo (B.A., 2016)

Admitted to Practice

 New York

 New Jersey

 District of Columbia (Not Admitted)
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